
Lesson Plan*

LESSON TITLE: 

SUMMARY:

GRADE BAND: TIME REQUIRED:

3-5 High School

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

Describe any Previous Knowledge that may be Required:

K-2 6-8 minutes

LESSON LEARNING OUTCOMES:  Upon completion of this lesson, students will be able to: 
Outcome Examples

How will you facilitate the learning?
- Describe the Warm-up Activity:



Mapping to Cyber Security First Principles:

Domain Separation Abstraction  

- Describe the Focused Activity:

- Describe the Teacher Instruction:

Process Isolation

Resource Encapsulation

Modularity

Least Privilege

Data Hiding

Layering

Simplicity

Minimization



Describe any Extension Activities (i.e., ideas for further work):

Acknowledgements:

Accommodations: (Examples may include closed captioning for hearing impaired students; 
accommodations for students with disabilities.)

Assessment of Learning:
 TYPE (Examples listed below) NAME/DESCRIPTION

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users.  The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links.  The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links.  All links are provided consistent with the mission of this website.
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	Lesson Title: 1.1 Online Ethics
	Summary: In this learning module, the teachers will learn ethics and ethical behavior when working on the internet.  Different types of hackers (black hat, grey hat and white hat) will be discussed, as well as clearance levels and permissions.  Doing the right thing, even when nobody's watching, is an important concept for any user.
	K-2: Yes
	3-5: Yes
	6-8: Yes
	High School: Yes
	Minutes: 45
	Facilitate The Learning: How to surf the web and use Google.
	Domain Separation: Off
	Process Isolation: Off
	Resource: Off
	Modularity: Off
	Least Privilege: Off
	Abstraction: Yes
	Data Hiding: Off
	Layering: Off
	Conceptually: Off
	Minimization: Yes
	Materials List: To complete this lesson, the student will need a computer with an internet connection.
	Lesson Outcome: Upon completion of this lesson, teachers should be able to:1. Explain ethical behavior2. Provide examples of integrity3. Explain importance of ethical behavior in cyber security4. Explain the different clearance levels5. Explain the difference between black hat, gray hat, and white hat hacker6. Explain the difference between a professional tester and a hacker
	Bloom Taxonomy: Design/BuildTest/DefendCompare/ContrastApply/UseExplain/DiscussIdentify/Describe
	Acknowledgements: Tami Norris for designing and instructing this module.
	Extension Activities: Go to the following sites:https://www.youtube.com/watch?v=KXzNo0vR_dU http://www.nsteens.org/Comics/ChoicesAndCheaters Additional Resources:http://www.slate.com/articles/technology/future_tense/2015/05/schools_should_teach_students_to_be_ethical_hackers.htmlhttps://www.bloomboard.com/users/amelia.fraz/collections/introducing-high-school-students-to-cybersecurity/42a2cd5c-c27f-4a5f-a9bf-2d2ea9d921eahttps://www.edutopia.org/blog/8-pathways-creating-culture-integrity-marilyn-price-mitchell
	Accommodations: Instructions will be given verbally and on screen. Images will be used in Powerpoint to support student understanding.Students will have the opportunity to engage in small group discussion before whole-group share out. Other accommodations as needed.
	Previous Knowledge: Show War Games clip. (https://www.youtube.com/watch?v=KXzNo0vR_dU)  Instructor asks the teachers about the security clearances they see or hear of in movies and what they think it means.  Instructor asks teachers about their school’s Acceptable Use Policy, how is it distributed, enforced, etc. List ways to “bring it to life”.
	Focused Activity: After slides and lecture, teachers will complete an online exercise and an accompanying worksheet.
	Teacher Instruction: The following topics will be discussed:1. Ethics and Ethical Behavior A. Integrity B. Doing the right thing, even when nobody's watching2. Ethics in Cyber Security A. Clearance levels and expectations B. Examples of wrong ethical choice C. Ethics and cyber security reputation D. Black hat, gray hat, white hat hackers and ethics E. Ethical hackers/Testers versus evil doers  1. Permission  2. Help customer, not damage customer  3. Provide report/information
	Type: Quiz/TestPresentationProjectWriting AssignmentObservationWalk AroundOral QuestioningOther
	Name/Description:  Facilitators observe/walk around assisting students when needed. The primary form of assessing comprehension is that each group of teachers demonstrate an understanding of the topics.


