Lesson Plan*

LESSON TITLE: |1 4 Security Issues within Social Media

SUMMARY:

In this learning module, students will learn the core elements of a computer network, and the purpose of
computer networks. Students will identify and explain all the networking hardware. Students will also
learn what an Internet Protocal (IP) and MAC address is, and why they are important within a computer
network.

GRADE BAND: TIME REQUIRED:
U] k-2 @ 6-8 60 minutes
LI 3-5 @ High School

LESSON LEARNING OUTCOMES: Upon completion of this lesson, students will be able to:
Outcome Examples

Design/Build Upon completion of this lesson, teachers should be able to:
Test/Defend 1. Explain the purpose of the different social media platforms
Compare/Contrast |2. Explain social media data privacy best practices
Apply/Use 3. Explain the End User License Agreement (EULA)
Explain/Discuss  |4. Demonstrate social media best practices
Identify/Describe

Materials List (i.e., string, digital diary, raspberry pi, web link, drone):

To complete this lesson, the student will need a computer with an ethernet connection.

Describe any Previous Knowledge that may be Required:

How to surf the web and use Google.

How will you facilitate the learning?
- Describe the Warm-up Activity:

Table discussion on dangerous social media behavior.




- Describe the Focused Activity:

Videos explaining topic along with Paper Airplane exercise to demonstrate tenets.

- Describe the Teacher Instruction:

Lecture with a PowerPoint, and supporting PDF materials, video, worksheets. The following topics will be
discussed:

1. Social Media Platforms

2. The concept of social media and data privacy

3. Discuss the EULA for social media platforms

a. What data is collected

b. How do they protect your data

c. Who can see your data

4. Social media Best Practices

a. Don't post about vacations

b. Don’t post pics with important background information
c. Don’t answer the 20 questions about you surveys
d. Set appropriate security settings for social media

Videos:
https://youtu.be/TOUFzvWOkdY

Mapping to Cyber Security First Principles:

Domain Separation Abstraction
[]| ProcessIsolation Data Hiding
Resource Encapsulation Layering
Modularity (1| Simplicity
Least Privilege Minimization




Assessment of Learning:
TYPE (Examples listed below) NAME/DESCRIPTION

Quiz/Test Facilitators observe/walk around assisting students when needed.
Presentation The primary form of assessing comprehension is that each group of
Project teachers demonstrate an understanding of the topics.

Writing Assignment
Observation

Walk Around

Oral Questioning
Other

Accommodations: (Examples may include closed captioning for hearing impaired students;
accommodations for students with disabilities.)

Instructions will be given verbally and on screen.

Images will be used in Powerpoint to support student understanding.

Students will have the opportunity to engage in small group discussion before whole-group share
out.

Other accommodations as needed.

Describe any Extension Activities (i.e., ideas for further work):

Students can do a google search on “social media security” to find many links to websites with
explanations.

Acknowledgements:

Tami Norris for designing and instructing this module.

*The GenCyber website may contain links to external websites that are not government-owned or government-sponsored provided as a
convenience to our users. The National Security Agency does not exercise any editorial control over the information found at these locations.
The hyperlinks are provided for general informational purposes only and the National Security Agency neither controls nor guarantees the
accuracy, relevance, timeliness, or completeness of any information contained in non-government website links. The National Security Agency
neither endorses nor guarantees in any way the external organizations, services, advice, or products included in these non-government website
links. All links are provided consistent with the mission of this website.
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